HARDWARE RELATED FUNDAMENTALS

1. We have the following options available with Finger Print Biometric reader :

a) Barcode Based Self Integrated Biometric Device : Gateway 2000_TIP(OPT001)

b) Proximity Chip Card based Self Integrated Biometric Device : Gateway 2000_TIP

c) Smart Card based Self Integrated Biometric Device : Gateway 2000_TIP_SMART

2. Following is the Storage capacity of fingers for the above options :

a) Barcode Based Self Integrated Biometric Device : 2000 Persons with 2 Fingers each on each Gateway 2000_TIP(OPT001).

b) Proximity Chip Card based Self Integrated Biometric Device : 2000 Persons with 2 Fingers each on each Gateway 2000_TIP.

c) Smart Card based Self Integrated Biometric Device : No limitation on the number of persons using the Gateway 2000_TIP_SMART as the finger information is stored on the contactless Smart Card itself. The finger information is read from the Smart card and is being verified. The Contactless Smart Card for each personnel can store 2 finger information of that person.

3. In each of the options, the capacity of Employee registration cannot be increased by decreasing the number of finger information per employee.

4. The transaction/events of sensed finger is stored with time stamped ID information and the terminal ID.

a) Barcode Based Self Integrated Biometric Device : The Gateway 2000_TIP(OPT001) can store 10000 transactions. Once the data are uploaded, the transaction memory becomes free, though the data does not get erased. This is a circular buffer which means that at any point of time last 10000 transaction remains in the terminal. If it so happens that the data are not uploaded and the buffer memory is 80% full, it starts giving message “Memory Full, Please Upload” on every subsequent transaction. Even then, if the transaction data are not uploaded and 100% transaction buffer becomes full then it overwrites on the first data which is not uploaded(oldest transaction) making sure that last 10000 transactions are stored. The transaction buffer is battery backed-up using Lithium battery which keeps the data intact in case of power failure. The battery life is nearly 10 years.

b) Proximity Chip Card based Self Integrated Biometric Device : The same explanation holds good as explained in para 4(b).

c) Smart Card based Self Integrated Biometric Device : The same explanation holds good as explained in para 4(b).

5. In all the options, when the finger is enrolled in the system(one time exercise),the system gives the quality of Finger. The various quality of finger possible are A,B,C,D,E,NULL. A is the best quality finger and E is the poorest quality finger. NULL quality means that finger quality is not enrollable in which case the employee is supposed to try other finger.

6. .In case of finger impression is take on rubber or paper and the same is put on the sensor, it will not get read in either of the options quoted. The finger Scanner is based on Optical sensor. It can only read live finger. The dead man finger will not be read.

7. False Acceptance Rate : FAR is when a non-registered user gains access to a biometrically protected system. The FRR of our system is 1/100 –1/30.

False Rejection Rate : FRR is when a registered user does not gain access to a biometrically protected system after one attempt. The FAR of our system is 1/100000 –1/1000000.

8. The  fingerprint scanning units we use, have a way of adjusting the dynamic threshold to control the sensitivity of the reader.  If the FRR (False Rejection Rate) is too high and the threshold is lowered, the FRR may be reduced but the FAR (False Acceptance Rate) will increase.

When a finger is enrolled, the Finger quality is obtained from our system. As explained above, if the finger quality is best Class A is assigned to the finger. 

There is a concept of Security Level setting in our system.The Security Level can be set as A,B,C,D,E1,E2,E4,E8,AUTO,NULL.After  enrolling the finger, the  Security Level is set for that finger depending on the finger quality. If the finger quality is A, then the security level can be set to all options of the Security Level. The Security Level setting can only be equal to or lower then the Finger Quality. For example if the finger Quality is obtained as C then the Security Level setting possible is C,D,E1,E2,E4,E8 and NULL.

When a finger is verified against the stored template, the finger sensor returns with a score depending on the matched characteristics. If the security level for this finger is set as A (only possible for Finger Quality A), then it will only pass the finger if the verification routine returns a score of 2500.The score required while verification for Security Level B,C,D,E1,E2,E4,E8 and NULL is 2000,1500, 1000, 500, 250, 125, 63 and 0 respectively. AUTO Security Level means that the finger will be verified for  2 Security  level below  the Finger quality, i.e. if the finger quality is A and the Security Level is assigned as AUTO in this case it will allow the successful transaction for Security level A,B and C.

Hence, each individual finger is assigned with Security Level(Thrashold) depending on the Finger Quality obtained during enrolment. If the Security Level is set to lower Security Level then the chances of False Acceptance increases. The chances of False Rejection increases if the Security Level is set to high security.

9. The Allowable Finger Rotation for verification is 25 Degrees.

10.  At each of the office there will be one or more Gateway 2000_TIP/Gateway 2000_TIP(OPT001)/ Gateway 2000_TIP_SMART depending on the total number of persons using the system at the beginning of the shift. Typically maximum upto 75-100 persons shall be considered at peak hours for calculating the number units required at each site. If there are multiple units then the units are daisy chained over RS485 bus in Loop-in/Loop-out connection over a twisted pair(each core 0.5 Sq. mm) shielded cable. The cable is terminated on COMCON,RS485 to RS232C Converter. The RS 232C output from the COMCON will get connected to the PC COM Port or to the MODEM RS232C port. 

In case of MODEM connectivity, a telephone line is used for data transfer to 

the PC installed at the Responsibility Center. The PC at the responsibility

center is connected to MODEM and dials up the site thru MODEM using the

telephone line. The dial-up software is part of COMPRO 2000 software. The 

data can be downloaded to the PC and is used for Report Generation using

MIS TIME PRO ENTERPRISE Edition.

The Gateway 2000_TIP installed at the responsibility center may directly be

 connected to PC COM Port(in case of multiple units it may be connected thru

 COMCON, as explained earlier in this section).

11. If the employee goes to another machine due to transfer or emergency, then in each of the option excepting Gateway 2000_TIP_SMART,it will not be able to register attendance. 

In case of Gatway 2000_TIP_SMART,the finger information is stored on the Smart Card and hence the employee carries his Finger Template on the card. Even if he goes to another machine he first uses his card from where the machine reads his Finger Template and verifies the same with the live finger capture image. Hence this system is recommended the most.

12. If some one looses the card, he can enter  his card number using the Membrane Keyboard and still register the attendance upon successful verification of finger. We can also put it this  way that the Card number is also the PIN number. There is no concept of separate PIN, other then the card number, in our system as the same is redundant because of the foolproof nature of the biometric technology

13. Our present system today will be connected hardwarewise as explained in para 10.It will use Compro 2000 Communication software for configuring and data capturing. The captured data are stored as ASCII Text file format in the format.

14. Verification : In this algorithm, first the input regarding the person is given using Id card or PIN and then the system verifies  the stored template of the specific person against the one captured live.This is one to one matching.

Identification : In this algorithm, the user just uses his finger and the system matches the template from database stored to identify the person and registers the transaction. This is a time consuming process and generally not followed on the attendance system. There is also limitation on one to many ,such as 1 to 100 or 1 to 200 etc.

Our system follows and support the Verification mode.

15. Verification Time required in each of the options quoted by us is typically 2 seconds.

16. Gateway2000_TIP/Gateway2000_TIP(OPT001)/ Gateway 2000_TIP_SMART is provided with a built-in UPS which provides uninterrupted operation for 8 hours in absence of power using 7.2AH maintenance free battery. There is a secondary Lithium Battery back-up for memory and RTC and provides power in case  of UPS gets exhausted or failure of the UPS.The data remain intact even in the duress condition for 10 years in absence of power using Lithium battery. The Lithium battery is high density cell and does nor require charging.  

17. Gateway2000_TIP/Gateway2000_TIP(OPT001)/ Gateway 2000_TIP_SMART is provided with a built-in UPS which works on a wide range of voltage i.e. 170 – 260 V AC @ 50 Hz +-5%. It is provided Short Circuit protection, Over Current cut-off, low voltage cut-off, MOV protection and Line filter.

18. The make of the hardware is FORTUNA, India. It is indigenously designed & manufactured in India by us. 

19. The difference between the capacitive and Optical sensor is as follows:

	CAPACITIVE
	OPTICAL

	Small and Compact
	Relatively bulkier because of Lens assembly and CMOS  LED arrangement

	Physically and electrically unstable
	Physically and Electrically  robust 

	Vulnerable to Electrostatic-Discharge(8KV)
	Emmune to Electro-static discharge(15KV)

	Fragile and low tolerance to abuse
	Sturdy assembly

	Metal Discharge pathway
	Insulated

	Silicone coating required which tends to wear 
	No silicone coating,instead a scratch resistant coating is provided 

	Low Resolution
	High resolution(500DPI)


SOFTWARE RELATED FUNDAMENTALS

1. We have Time Zone(Shifts) feature in our software. You can define multiple shifts with unique shift timings. There in no limitation on the number of shifts in the software. Each employee is allocated to a shift on daily basis based on which the attendance reports are taken out. There could be shift patterns and rotation which might be defined.

Multi Shift Operation

· Unlimited Shifts: Starting Time and Ending Time of Shift has to be specified in 24 hr format.

· Shift Allocation: Every employee has to be allocated manually to a particular shift for a particular reference date. Shift rotation will be done for the current year based on the shift allocation and the shift rotation parameter as specified below. However manual entry for modifying Shift Allocation is provided.

Shift Rotation Pattern for employees is on the following basis

· On day of week basis: The employee shift will change to the next shift in sequence on weekly basis. The day of the week to change on can be specified.

· On day of month basis: The employee shift will change to the next shift in sequence on the specified date/ dates of the month.

· On following day of the weekly off: Every employee has got an offday specified in the employee database. Here the shift for a particular employee will change on the day following his weekly offday as specified in the employee database.

· Random Shift Rotation Pattern:If none of the above suits,then we offer, a shift Pattern table,where the various shift Rotation Pattern may be defined.All the patterns may be linked togather based on the user requirement.For example:

Pattern 1: A A B B C C WO    Pattern defined for 7 days

Pattern2:  B B  C C A A WO             --DO--

Pattern3: C C A A B B  WO     

--DO--          

Rotation Pattern:  Pattern1    TO   Pattern 2    TO   Pattern 3     TO   Pattern 1

· Shift Exception Handling: Manual entry facility is provided for allocating people to a particular out of turn shift because of emergency conditions. The system goes back to its normal shift pattern after the exceptional shift. Shift exceptions are to be fed before the actual occurrence of shift.

· Manual Shift Allocation: Manual entry is provided for personnel who do not have fixed shift pattern. This is can be allocated for a period. Shift of work for each day has to be entered individually. This has to be done before the person is due for entering his attendance.

2. There is no limitation on the maximum number of holidays. You can define the multiple Holidays and multiple Holiday Groups in the software. The Holiday Group is tagged to the Employees. The Holidays are tagged to the Holiday Group. Hence it is possible to have different Holiday assignments for different Employees. 

3. As explained in our para 4(b) in the Hardware section, we have transaction data storage of 10000 data. Once the data are captured/uploaded to computer, the data are not removed from the terminal but tagged as uploaded data to make sure that next time when again the data capture option is exercised, only the fresh data are uploaded. 

We have a option of Memory Dump. This option allows to capture the data once again even if the same is uploaded/captured earlier, provided it is present in the terminal buffer of last 10000 transaction. To exercise this option you just need to define the date for which you need the data and select the terminals. The data are uploaded to computer(of course only if it is present in the terminal buffer)  and are stored as MDP file.

4. The transfer of data to computer is in Serial Mode. The rate of communication, generally defined as Baud Rate is bits per second(BPS).The baud rate is 9600 with 8 data bit,2 stop bit, No parity. The Check Sum is sent with all the data string. The data string is only accepted by computer if the Check sum sent by the terminal matches with one calculated by the computer on the data string received. If the checksum does not match then it is assumed that the data has  corrupted and in this case the computer again prompts for the same data string. This scheme makes sure that the data file formed in the computer is exact copy of the data uploaded by the terminal.

5. The data transfer rate of communication between terminal and the server PC using Modem is 9600 Baud.

6. The central Server can be connected thru Modem using telephone line and the associated Modem Driver installed on the server. The Server has Dial-up connectivity with the other PCs installed at various responsibility centers.

7. We can have TCP/IP connectivity using LAN. For this we have to connect COMCON TCP/IP. As per the schematic diagram, multiple terminals can be connected on RS485 bus. It is  terminated on COMCON, which converts RS485 bus to RS232C. The RS232C output from COMCON get connected to COMCON TCP/IP. The output from COMCON TCP/IP is on Ethernet RJ 45 connector which will get connected to HUB/SWITCH/Data outlet to make one/cluster of terminals part of Ethernet LAN. The protocol supported by COMCON TCP/IP is TCP/IP. It can have a unique IP Address and the Gateway can be defined, for configuring the same on the network. Our Communication Software COMPRO 2000 is LAN ready and talk to terminals on TCP/IP protocol.

8. There could be upto 16 Terminals which could be connected to one COMCON TCP/IP. The terminals will be having RS485 output and will get connected on RS485 bus in multidrop Loop-in/Loop-out topology. The COMCON is used to convert the RS485 to RS232C .The RS232C output from COMCON will get connected to COMCON TCP/IP (TCP/IP Converter) to connect a cluster of upto 32  terminals to one TCP/IP converter.

9. We are attaching some important report formats based on some hypothetical data.The data format is from our package.

We hope that you will find the above informative to view understand the system realistically.Please write to us in case you need any further information.

We look forward to your reply .

Thanking you,

Fortuna Impex Pte Ltd.
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Managing Director
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